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This paper aims at surveying the extrinsic and intrinsic motivations that influence the

propensity toward compliant information security behavior. Information security behavior

refers to a set of core information security activities that have to be adhered to by end-

users to maintain information security as defined by information security policies. The

intention is to classify the research done on compliant information security behavior from

an end-user perspective and arrange it as a taxonomy predicated on Self-Determination

Theory (SDT). In addition, the relative significance of factors that contribute to compliant

information security behavior is evaluated on the basis of empirical studies. The taxonomy

will be valuable in providing a comprehensive overview of the factors that influence

compliant information security behavior and in identifying areas that require further

research.

ª 2012 Elsevier Ltd. All rights reserved.
1. Introduction intention and encourage him/her to obey and uphold infor-
Information security is a matter of growing disquiet in most

organizations. According to the Global Security Survey con-

ducted by Deloitte (2007), concern has shifted predominantly

to the human element of information security. The survey

found that 91% of participants are concerned about employee

security weaknesses, and 79% of participants ‘cite the human

factor as the root cause for information security failures’. The

insider threat is even more dangerous than external threats,

as an insider may easily misuse the skills and knowledge

gained through legitimate work duties for illegitimate gain

(Willison and Siponen, 2009). From the various definitions

formulated to characterize ‘insider attacks’ (see Schultz

(2002)), it is clear that the term refers to any individual who

works in an organization and uses the authority granted to

him/her for illegitimate gain. According to Shaw et al. (1998),

‘it is people who designed the systems, people who attack the

systems, and understanding the psychology of computer

criminals is crucial to protecting those systems’. It is

a fundamental requirement for any information security

intervention that it should increase an end-user’s compliance
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mation security policies. Compliant information security

behavior refers to the set of core information security activi-

ties that have to be adhered to by end-users to maintain

information security as defined by information security poli-

cies. The compliance mindset also subscribes to what might

be called a deterrence theory of motivation, which employs

mandates, procedural controls and threats of punishment to

manage andmotivate people (Herath and Rao, 2009b). The aim

of this paper is to classify the various factors that motivate or

negate compliant security behavior so as to alert organiza-

tions to the strategies that are most effective to this end. A

secondary aim is to highlight areas that require further

research.

An individual’s motivation to comply may be considered an

inherent characteristic andmay be related to personality, habits

and skills. The external environment could influence some of

these factors, while others may be too innate to modify. In

general, external environmental factors would be classified as

extrinsic factors, while the innate traits that influence an indi-

vidual to comply are typically classified as intrinsic factors. The

extrinsic factors are related to the social climate and working
mpliant information security behavior, Computers & Security
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conditionsthatprevailonanindividual tocomply.Aside fromthe

non-technical measures, preventative software measures such

as deterrent controls and monitoring may be of significance.

According to D’Arcy and Hovav (2007), the success of security

countermeasures (i.e. deterrence mechanisms) ultimately

depends on the actions and awareness of end-users; managers

should thereforeunderstand theeffect of these controls fromthe

end-user’s perspective. Such an understanding would allow

a more realistic evaluation of the effect of security countermea-

sures on end-users’ computing behavior. Consequently, infor-

mation security systems should provide countermeasures that

dissuade users from committing data abuse to ensure compli-

ance. However, deterrence controls intend to deter individuals

from non-compliance rather than to encourage compliance.

These factors are given consideration in the derived taxonomy.

The current study aims to decode the behavioral element in

the factors that influence compliance. Self-Determination

Theory (SDT), proposed by Deci and Ryan (1985), hypothesizes

about the nature of human motivation and is one of the most

influential behavioral theories in psychology. The aforemen-

tioned authors also derived a taxonomy of human motivation

based on their theory (Ryan and Deci, 2000). Their taxonomy

serves as a foundation for the taxonomypresented in this article.

It is applicable to this study as the taxonomy of humanmotiva-

tion isalsoconcernedwithextrinsic and intrinsicmotivations for

behavior. Deci and Ryan’s theory has been applied in many

instances of information systems research, for example, in

usability research (seeWiklund-Engblomet al. (2009)), e-learning

research (see Jovanovic et al. (2011)) and in studies concerned

withthemotivationsbehindtechnologyadoptionsuchassystem

adoptionwithin open source software (see Li et al. (2011)). As this

study seeks tounderstand themotivationsbehindcompliance, it

isapttoapplySDTtodichotomizethetaxonomy.AlthoughSDTis

usually applied to education, its application to security compli-

ance may also be pertinent, as the theory serves to understand

how individuals can be motivated to comply. Similar to ratio-

nality advocatedbyRyanandDeci (2000) in termsof learning, it is

important for organizations to not only rely on the individual’s

motivation tocomply.Organizationsneed to ‘promoteactiveand

volitional (versus passive and controlling) forms of extrinsic

motivation’, which may be more successful toward ensuring

compliance.

Thispaperattempts tocategorize researchoutputs in thearea

of compliant security behavior and deterrent control into

a taxonomy predicated on SDT. This theory was selected as it

provides a basis for explaining human behavior. The rest of the

paper is structured as follows: Section 2 elaborates on compliant

security behavior in general. In Section 3 a taxonomy of factors

that influence compliant behavior is contextualized, after which

the implications for practice are addressed in Section 4. Section 5

concludes with possible future research opportunities.
2. Background to compliant security
behavior

Herath and Rao (2009a, 2009b) considered both extrinsic and

intrinsic motivators that may encourage compliant security

behavior. They considered the impact of penalties (extrinsic),

social pressures (extrinsic) and perceived value or contribution
Please cite this article in press as: Padayachee K, Taxonomy of co
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(intrinsic) in terms of security measures. Chan et al. (2006)

considered comparable factors relating to compliant security

behavior, namely upper management practices, direct supervisory

practices, co-worker socialization, perception of information social

climate and self-efficacy, as well as how these factors influence

compliant behavior. The factors of upper management and

direct supervisory practices focused on the corporate structure,

while co-worker socialization and perception of information social

climate related to how others perceive information security.

Siponen et al. (2010) suggested that normative beliefs, threat

appraisal, self-efficacy, response efficacy, visibility and deterrents

were contributing factors to compliant behavior. These vari-

ables help to gage whether a user might contravene infor-

mation system security, but they also explain why a user

might have a propensity toward ignoring security measures

(Workman et al., 2008).

The compliance mindset subscribes to what might be

called a deterrence theory of motivation, which employs

mandates, procedural controls and threats of punishment to

manage and motivate people (Herath and Rao, 2009b). D’Arcy

and Hovav (2009) studied the countermeasures that deter

internal systems misuse and focused on four factors, namely

awareness of security policies, monitoring, preventative

software, and training. These four factors deter users from

misuse and hence promote compliant security behavior. In

general, deterrence is defined as the preventative effect that

actual or threatened punishment has on potential offenders

(Ball, 1955). Deterrence theory is based on certainty of detection,

severity of punishment and the swiftness (i.e. celerity of being

detected ) of punishment, all of which are factors that affect an

individual’s decision about whether or not to commit a crime

(Higgins et al., 2005). In an information systems security

context, these may be visualized in terms of an employee’s

assessment of the consequences of a security threat and the

probability of exposure to a substantial security threat (Herath

and Rao, 2009b). These factors deter an individual from non-

compliance. Deterrents could involve the threat of certainty

of detection (Herath and Rao, 2009a, 2009b) through monitoring

mechanisms or via usage control deterrents. The latter

concept was explored by Padayachee (2009) and involved

deterring users from non-compliance through the stipulation

of obligations that the user has to fulfill and system conditions

that deter the user from illicit actions.

According to D’Arcy and Herath (2011), the aforementioned

theory that is moderated by certainty of detection, severity of

punishment and the celerity of detection is known as the

classical deterrence theory. An annex to this theory is the

contemporary deterrence theory, which is based on informal

sanctions such as social disapproval and self-disapproval and

moral inhibition. It is proposed that self-disapproval (internal-

ized norms such as embarrassment or shame), social disap-

proval (fearof informal sanctions frompeers) and internalization

of legal norms (moral commitment) may also be deterrents to

crime (Grasmick and Bursik, 1990). The concept of low self-

control, which is diametrically opposed to moral commitment,

has been shown to be instrumental in understanding software

piracy (George et al., 2004). Software piracy research has also

revealed that past deviant behavior is a good predictor of future

deviant behavior (George et al., 2004). A propensity for risk-

taking behavior is a factor in computer crime that involves an
mpliant information security behavior, Computers & Security
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individual’s weighing of ‘cost and benefit probabilities of

acrime’,andassessing theeaseof committingthecrimeaswell

as the odds of being detected (Sherizen, 1990). These notions

maybecollectively consideredas opportunisticbehavior.Hence,

the factors of self-disapproval and social disapproval may be

considered as deterrents to non-compliance,while past deviant

behavior, low self-control and opportunistic behavior should also

be considered as factors that promote a maladaptive response

to compliant security behavior.

Compliance is more than ensuring that end-users comply

with the information security policy; it may also influence the

way preventative software measures are designed. This

highlights another, more significant, issue regarding security

usability. According to Whitten and Tygar (1999) security

software is usable if the individuals who are expected to use it:

� are reliably made aware of the security tasks they need to

perform;

� are able to figure out how to successfully perform those

tasks;

� do not make dangerous errors; and

� are sufficiently comfortable with the interface to continue

using it.

However, other issues have to be considered with respect

to security usability. End-user compliance is influenced by the

user’s perception of the effectiveness of preventative software

measures (Workman et al., 2008). Perceptions relate to

response efficacy (perceived benefits of the action) (Herath and

Rao, 2009b; Pahnila et al., 2007; Siponen et al., 2010) and

response cost (i.e. how costly the recommend response would

be) (Herath and Rao, 2009b; Pahnila et al., 2007; Siponen et al.,

2007). Hence, end-users have to perceive that their actions in

taking a security precaution would be effective and that the

time and effort required to do so would not incur a huge cost

to them. According to Workman et al. (2008), self-efficacy and

locus of control are intrinsic motivators that offer a useful

framework to help explain why users may or may not take

security precautions. Self-efficacy is developed through the

ongoing acquisition of knowledge related to an information

security countermeasure (Chan et al., 2006). According to

Chan et al. (2006), individuals with self-efficacy believe that

they have the ability to perform a behavior and are therefore

motivated to perform that behavior. In terms of usability of

a preventative software measure, this factor should be

considered because it increases the propensity for compli-

ance. An individual’s locus of control, on the other hand, may

explain why people assume the responsibility for information

system security precautions or forego them e and leave the

responsibility to others, such as information security

specialists. The locus of control is a more interactive expression

of the relationship between a person and his/her environment

(Workman et al., 2008), and therefore the question is whether

end-users consider preventative security measures to be

within their locus of control.

To conclude, it is clear that compliance is a function of two

factors: the individual’s innate behavior and the influence of

the external environment. The next section presents the

taxonomy of the factors that have an impact on end-user

compliance.
Please cite this article in press as: Padayachee K, Taxonomy of co
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3. Derivation of the taxonomy of factors that
influence compliance

Related taxonomies have been established before by different

researchers. For example, the taxonomy by Predd et al. (2010)

considers four dimensions to understand these risks: the

organization, the individual, the system, and the environment

with relation to the insider threat. The taxonomy derived in

this paper, designated theClassification of Security Compliant

Behavior predicated on Self-Determination Theory (CSCBSDT),

also covers those aspects e however, in more depth and

relative to the behavioral aspect. Magklaras and Furnell (2001)

developed a taxonomy for classifying the nature of IT insider

misuse. This taxonomy classified the insider threat in terms of

the factors that create it. Similar to the CSCBSDT, the

taxonomy for Insider Misuse Classification has a human-

centric focus; however, it did not consider the motivational

aspects. The CSCBSDT taxonomy aims to identify the factors

that may be related to each of the different types of motiva-

tion, based on prior empirical research.

The CSCBSDT is based on the taxonomy of human moti-

vation by Ryan and Deci (2000), which distinguishes the

following types of motivation (Deci and Ryan, 1985):

� Intrinsic motivation: Refers to performing an activity because

it is inherently interesting or enjoyable.

� Extrinsic motivation: Refers to performing an activity because

it leads to a separable outcome.

� Amotivation: Refers to a ‘state of lacking an intention to act

and results from not valuing an activity or not feeling

competent to carry out the activity’.

In the taxonomy derived by Ryan and Deci (2000), they

relate extrinsic motivation to the following constructs:

� External regulation: Refers to an external demand such as

a reward.

� Introjection: Refers to instances where a person performs an

act in order to maintain self-esteem.

� Identification: Refers to a situation where a person has

accepted extrinsic regulation as his/her own.

� Integration: Refers to when identified regulations have been

fully assimilated into the self.

It is evident that each level is part of a continuum, and as

one’s motivations move from external regulation thorough to

integration, the motivation becomes increasingly internal-

ized. Internalization is the process of motivation, for behavior

can range from amotivation to passive compliance to active

personal commitment (Deci and Ryan, 1985). In other words,

although an individual may initially be unmotivated to act,

he/she may (through the process of extrinsic motivation)

experience an activity to become increasingly innate, to the

extent that the individual no longer requires the extrinsic

motivation and is essentially self-motivated to act. According

to Ryan and Deci (2000), research in learning contexts has

shown that intrinsic motivation is most successful toward

high-quality learning. However, intrinsic motivation can be

engendered through extrinsic motivations and strategies that
mpliant information security behavior, Computers & Security
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appear to be self-endorsed, as one cannot rely solely on

intrinsic motivation.

The user’s common sense and decision-making skills

(Leach, 2003) may be considered as intrinsic motivation. In

terms of intrinsic behaviors in security compliance, these

relate to an individual’s personality, skills (Alfawaz et al., 2010;

Marcinkowski and Stanton, 2003) and good habits (Pahnila

et al., 2007). To be more precise, in the taxonomy these

aspects will be referred to as competence and etiquette respec-

tively. A good habit, for example, could be to consistently

update one’s password (Pahnila et al., 2007). It is reasonable to

assume that ensuring that end-users have the skills and

knowledge to maintain security controls will affect their

competency. Thus one is more likely to adopt and internalize

a goal if one has the competence to achieve that goal (Ryan

and Deci, 2000). The employee needs not only to be influ-

enced by a conducive information security environment, but

must also possess the skills to perform the required actions

(Chan et al., 2006). Hence an individual’s possession of

appropriate job skills is a necessary requirement to fulfill

policy stipulations (Marcinkowski and Stanton, 2003). More-

over, an individual’s personality encompasses values or atti-

tudes as well as an own standard of conduct (Leach, 2003).

Values and attitudes include aspects such as commitment,

obedience (Furnell and Thomson, 2009) and self-disapproval

(D’Arcy and Herath, 2011). According to Predd et al. (2010),

ethical values may constrain the conduct of an insider threat.

According to SDT, extrinsic motivation is regulated by four

constructs, namely external regulation, introjection, identification

and integration. External regulation ensures that behaviors are

satisfied by applying an external demand that includes deter-

rent controls and rewards. Incentives such as rewards influence

whether employees are inclined to follow the policies

(Marcinkowski and Stanton, 2003). In terms of introjection,

which refers to when people feel pressurized to perform

actions merely to avoid anxiety or maintain their ego (Ryan

and Deci, 2000), this may be associated with the social climate

of an organization. Social climate relates to the general security

culture, which includes behaviors demonstrated by senior

management and colleagues (Leach, 2003). Such behavior, for

instance upper management practices, direct supervisory

practices and co-worker socialization (Chan et al., 2006),

motivates an individual to comply.

The next two regulators of behavior, namely identification

and integration appear to be intrinsic e however, there is still

an external force that regulates the behavior despite the fact

that identification and integration are more autonomous and

self-determined. Identification occurs when an individual has

identified with the personal importance of a behavior (Ryan

and Deci, 2000). Inculcating the value of compliance could be

accomplished through less rigid controls by creating aware-

ness of security policies (D’Arcy, 2009), which relates to the

knowledge (Alfawaz et al., 2010) of the values, policies, stan-

dards and procedures (Leach, 2003) concerning security. This

may be achieved by facilitating conditions (Pahnila et al., 2007)

that foster awareness (Furnell and Thomson, 2009;

Marcinkowski and Stanton, 2003). Organizational commitment

(Herath and Rao, 2009b) may be another factor in encouraging

behavior motivated by identification. ‘Although not always well

understood, organizational culture shapes (and is shaped by)
Please cite this article in press as: Padayachee K, Taxonomy of co
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behavior, suggesting that it influences insider behavior’s

nature and appropriateness’ (Predd et al., 2010). Protection

Motivation Theory (PMT) has been used by several studies to

survey compliant security behavior (Herath and Rao, 2009b;

Pahnila et al., 2007; Siponen et al., 2010). PMT has evolved from

the cognitive appraisal of two processes, threat appraisal and

coping appraisal. The former refers to the extent to which an

individual feels threatened, while the latter refers to whether

a coping response will be effective in removing the threat

(Herath and Rao, 2009b). Although most studies akin to

Workman et al. (2008) would consider coping and threat

appraisal to be intrinsic, SDT would consider these factors to

be motivated by integration. Integration is the most autono-

mous form of extrinsic regulation (Ryan and Deci, 2000). It

occurs through introspection and assimilating regulations

with one’s values and needs. Although the behavior is not

entirely innate, it is most definitely more internalized. The

ultimate aim of any organization should be to apply external

regulators so that the resultant compliant security behavior

becomes increasingly internalized.

The least desirable motivation for behavior is amotivation.

An individual that is amotivated ‘lacks the intentionality and

sense of personal caution’. Amotivation may result from

incompetence or devaluing an activity (Ryan and Deci, 2000). An

individual may be unmotivated to comply because of apathy,

resistance and disobedience (Furnell and Thomson, 2009) toward

security measures. He/She may also be opportunistic and have

low self-control (Siponen et al., 2010), thus a propensity toward

risky behavior if there is possible gain. In addition, past deviant

behavior is a good predictor of future deviant behavior (George

et al., 2004). Incompetence may well result in an individual

failing to recognize the value of security measures. Thus it is

vital for organizations to empower staff with the knowledge

and skills that motivate an individual to comply with security

policies.

Fig. 1 below shows the taxonomy of the motivational

factors associated with compliant security behavior. Aspects

such as personality traits and cultural norms are relevant to

motivation, however, these aspects were not considered in

the taxonomy. These factors are orthogonal to the taxonomy

and have little pragmatic significance for the intervention

strategies of an organization. However, motivation by

extrinsic regulation, which organizations can reasonably

encourage, warrants a deeper analysis. The taxonomy pre-

sented provides a conceptual model for higher-order classifi-

cation of extrinsic motivation. This class was further refined

in order to provide organizations with pragmatic solutions to

engender security compliant behavior.

The next enhancement of the taxonomy involved a closer

examination of some the third-level ranks, that is e deterrent

controls, social climate, awareness, threat appraisal, and coping

appraisal. The various types of deterrent controls considered

include sanctions, monitoring, policies, and technological controls.

The technological controls involve mechanisms such as usage

control deterrents (Padayachee, 2009) and access controls (Hunker

and Probst, 2011). Sanctions are moderated by certainty of

detection, severity of punishment and the celerity of detection of the

crime (Higgins et al., 2005). The social climate class includes peer

behavior, management practices and social disapproval, and may

persuade an individual to maintain security controls so as to
mpliant information security behavior, Computers & Security
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protect his/her self-esteem. The identification with security

compliance was extended by including facilitating conditions

that foster awareness such as resource availability, training and

visibility (Siponen et al., 2010) and information quality (Pahnila

et al., 2007). Visibility involves the use of information security

campaigns, posters and advertisements to send a persuasive

message about the importance of compliance (Siponen et al.,

2010). Resource availability is about ensuring that resources
Please cite this article in press as: Padayachee K, Taxonomy of co
(2012), doi:10.1016/j.cose.2012.04.004
such as security policies are readily accessible (Herath and

Rao, 2009b). Information quality relates to providing informa-

tion that is perceived to be valuable to the end-user. In general,

facilitating conditions involve creating feasible conditions by

providing appropriate tools and time to ‘facilitate enactment

of the behaviors prescribed by policy’ (Marcinkowski and

Stanton, 2003). Threat appraisal was further dichotomized to

include the perceived severity of a security breach (Herath and

Rao, 2009a) or the perceived probability of a security breach

(Herath and Rao, 2009b). Coping appraisal, in turn, relates to

response efficacy (perceived benefits of the action) (Herath and

Rao, 2009b; Pahnila et al., 2007; Siponen et al., 2010), self-effi-

cacy (Chan et al., 2006; Pahnila et al., 2007; Siponen et al., 2010),

response cost (Herath and Rao, 2009b; Pahnila et al., 2007) and

the individual’s locus of control (Workmanet al., 2008). However,

even though integration regulation appears to be intrinsically

motivated, behavior is motivated ‘for its presumed instru-

mental value with respect to some outcome’. Since self-efficacy

may be considered to be more on the intrinsic side of moti-

vation, this factor is classified on the periphery of the intrinsic

motivation taxonomy. The higher-classification of extrinsic

motivation is shown in Fig. 2 below.

According to Vance et al. (2009), compliance with infor-

mation security is an adaptive response, while non-

compliance is a maladaptive response. In the taxonomy,

there are aspects that increase the likelihood of an adaptive

response and these are denoted with a plus sign (þ). There are

also aspects that decrease the likelihood of a maladaptive

response and these are denoted with a minus sign (�). For

example, a reward would be a mechanism that encourages

compliance and therefore it elicits an adaptive response. A

sanction, on the other hand, is an aspect that discourages non-

compliance and therefore suppresses maladaptive responses.

In the taxonomy, activities that encourage a maladaptive

response toward compliance are denoted by an asterisk (*), for

example apathy, incompetence, etc.

As part of the analysis, several extant empirical studies

were investigated to highlight the factors that are significant

for compliant security behavior versus those that are insig-

nificant. Empirical studies conducted by Pahnila et al. (2007)

and Herath and Roa (2009b) have shown that neither sanc-

tions nor rewards have a significant impact on compliance.

This conclusion concurs with SDT, as it was reported that

external regulations are both controlling and alienating (Ryan

and Deci, 2000). It seems that attitude and normative beliefs

have a more significant effect on the intention to comply

(Pahnila et al., 2007). Normative beliefs refer to one’s percep-

tion of peer behavior. In a survey conducted by Pahnila et al.

(2007), it was found that information quality, a positive attitude,

normative beliefs and habits have a significant effect on an

employee’s intention to comply. This is also supported by

a study conducted by Ifinedo (2011). In the survey conducted

by Siponen et al. (2010), it was found that threat appraisal, self-

efficacy, normative beliefs and visibility were significant with

regard to the intention to comply, whereas response efficacy did

not have a significant effect on the intention to comply.

Alfawaz et al. (2010) found that knowledge (i.e. awareness) and

skills (i.e. competence) are important, although by themselves

they are not enough to ensure a positive contribution. Tech-

nology, social environment, regulation and self-interest all
mpliant information security behavior, Computers & Security
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Fig. 2 e The higher-order classification of extrinsic motivation conceptualized from CSCBSDT
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influence and contribute toward employees’ security-related

behavior. Herath and Rao (2009b) found that perceived severity

of breach did not have an impact on compliance. In contrast,

Workman et al. (2008) found that perceived severity was

significant, as was the probability of a security breach factor.

Resource availability, self-efficacy and response efficacy were

found to play a significant role in encouraging compliance,

whereas response cost was inconsequential. Ifinedo (2011), on
Please cite this article in press as: Padayachee K, Taxonomy of co
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the other hand, found that response cost had a positive impact

on compliance intention behavior, which is contrary to

expectations. Chan et al. (2006) found that the perception of

social climate and peers’ perception of the social climate were

significant factors in compliant behavior. The link between

locus of control and actual behavior was found to be inconse-

quential, although it ‘might be acting as an antecedent to self-

efficacy’ (Workman et al., 2008).
mpliant information security behavior, Computers & Security
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4. Implications for practice

The proposed taxonomy of compliant information security

behavior could empower organizations to take cognizance of

the factors that motivate an individual’s behavior. It is clear

that technological controls alone are insufficient and that

both socio-organizational and sociological regulations are

vital for encouraging compliant security behavior. Neverthe-

less, the position of SDT is that although intrinsic motivation

is most sought after, it must initially be prompted by external

regulators. The theory also explains the need for relatedness,

which is about providing a sense of belonging and connect-

edness (Ryan and Deci, 2000). Hence, fostering organizational

commitment is vital. The other issue is competence. Reportedly

‘students aremore likely to adopt and internalize a goal if they

understand it and have the relevant skills to succeed at it’

(Ryan and Deci, 2000). The same notion would apply to

employees who would be more motivated to adopt a security

goal if they had the skills and knowledge to succeed. The aim

of every organization should be to propel an unmotivated

individual to successively move along the continuum, from

having external regulators, through to identification and inte-

gration, and finally to the state where compliant security

behavior is so innate that there is little need for external

enforcements. Hence it is important to understand the factors

that engender intrinsic motivation, versus the factors that

undermine it (Ryan and Deci, 2000).

In a study on the motivation behind open source adoption

conducted by Li et al. (2011), it was stated that the developers

involved should design their products with the end-users in

mind, as contradictory expectations may prevent adoption.

Similarly, with security compliant behavior, technological

controls should be developed with the end-user in mind. This

implies that the security software must be usable, as feelings

of incompetence may be influenced by a system that is not

user friendly and may descend into amotivated behavior. As

indicated earlier, end-users need to be aware of the security

tasks they have to perform and be able to successfully carry

out those tasks (Whitten and Tygar, 1999). They first need to

perceive security measures as valuable before they will be

motivated to adopt the control. A well-designed security

systemwill engender these sentiments. Thus, the relationship

between security usability and compliance needs to be given

due consideration in security systems.

Taxonomies such as the proposed one could serve as

a useful basis for a threat prediction tool, as with the

taxonomy defined for internal misuse by Magklaras and

Furnell (2001). The CSCBSDT taxonomy could be developed

into a tool to detect insider threats by evaluating end-user

motivations. By understanding whether an individual is

intrinsically motivated, extrinsically motivated or precari-

ously amotivated, organizations would be empowered to

accurately identify those individuals who may become

a future insider threat. This could assist personnel security

officers in preventing, detecting and possibly counteracting

such insider threats. Furthermore, this type of prediction tool

may also assist in developing customized mitigation strate-

gies based on differing motivations and to determine the

granularity of access an individual could possibly be trusted
Please cite this article in press as: Padayachee K, Taxonomy of co
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with. For example, an individual that is amotivated should not

be given access to highly classified information.
5. Conclusion

Industry surveys prove that a substantial portion of

computer security incidents are due to the intentional

actions of legitimate users. The consequences of such

actions include negative publicity, a competitive disadvan-

tage and the loss of consumer confidence (D’Arcy and Hovav,

2007). Hence, considering the factors that motivate

compliant security behavior constitutes a significant step in

preventing information security risks. The CSCBSDT

taxonomy was derived to this end to classify the various

factors that contribute toward compliant security behavior.

The taxonomy is by no means exhaustive. However,

according to Siponen et al. (2007), the results of a study of

this nature are relevant to both researchers and practitioners

alike. It is useful to obtain empirically proven information on

how organizations can improve their employees’ adherence

to information security policies and thus boost the infor-

mation security of their organizations. The suggested

taxonomy may be used to evaluate preventative measures

for promoting compliant information security behavior.

After all, the most important aspect of a security system is

whether users comply with the security policies that are

being implemented by the system.

D’Arcy and Herath (2011) reviewed the information secu-

rity literature for the period 1990 to 2010 regarding extant

empirical studies on deterrence theory. They established that

findings are ‘discrepant’ and advocate that future research

should explore the interactive influences of the certainty,

severity and celerity dimensions of both formal and informal

sanctions, as well as self-disapproval. It was found that there

was a proliferation of research to consider coping appraisal

and threat appraisal, whereas relatively little research had

been conducted with regard to habits, skills and awareness,

which e according to the taxonomy e may have a greater

influence on engendering users’ internalization of security

compliant behavior. With regard to extrinsic regulators,

research has been done on the social climate, software

measures and facilitating conditions. It is, however, evident

that compliant security behavior greatly influences the

protection of information assets. Hence, there is a need for

more evaluative studies regarding the intrinsic motivations

toward security compliant behavior.
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