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Abstract

Organizations more often than not
lack comprehensive security
policies and are not adequately
prepared to protect their systems
against intrusions. This paper puts
forward a review of state of the art
and state of the applicability of
intrusion detection systems and
models. The paper also presents a
classification of literature
pertaining to intrusion detection.
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| Introduction

Too frequently today there are headlines
about the latest hacker attack. They have
broken into another system. They have
stolen credit card lists. They have stolen
military secrets. They have stolen trade
secrets. The following books certainly make
for interesting reading:

* The Cuckoo’s Egg: Tracking a Spy through
the Maze of Computer Espionage (Stoll,
1990);

*  Takedown, The Pursuit and Capture of
Kevin Mitnick, America’s Most Wanted
Computer Outlaw — By the Man Who Did It
(Shimomura, 1996);

» The Hacker Crackdown (Sterling, 1992);
and

*  Masters of Deception: The Gang That
Ruled Cyberspace (Slatalla and Quittner,
1996);

They tell stories of extensive and sustained
attacks against many computer systems.
These were systems that in many
circumstances were thought to be secure.
And individuals who were determined and
relentless in their pursuit carried out the
attacks from “unsophisticated” computer
installations like garages and apartments.
Some did it just to prove it could be done, and
because in some circles a successful attack
was a recognized achievement of the first
rank. Others carried out their attacks to
create mischief, and to cause the greatest
amount of havoc and damage.

Though one might think that with some 40
years (if, for the sake of discussion we posit
1960 as the “beginning” of the age") of
modern computing, as we know it, surely
the attacks must be isolated incidents.
Surely, the technologies to defend computer

systems should be commonplace. But such

is simply not the case. In fact, it can be

shown that the incidence of computer
intrusion is growing, perhaps at an
alarming rate.

Mahoney (2000) defines at least six types of
computer attack:

1 Worms - self-replicating programs that
spread across a network.

2 Viruses — programs that replicate when a
user performs some action such as
running a program.

3 Server attacks — a client exploits a bug in
the server to cause it to perform some
unintended action.

4 Client attacks — a server exploits a bugin a
client to cause it to perform some
unintended action.

5 Network attacks (denial of service) — a
remote attacker exploits a bug in the
network software or weakness in the
protocol to cause a server, router or
network to fail.

6 Root attacks — a user on a multi-user
operating system obtains the privileges of
another user (usually “root”) by either
obtaining the other user’s password, or
bypassing controls that restrict access.

| Literature survey

Though the public awareness of the whole
area of “intrusion detection” seems to have
been more recent, it is certainly not a new
area of inquiry. In fact, it has been an area of
concern for most of what we know of
“modern” computers. There have been a
number of important milestones in the brief
history of intrusion detection systems. The
following list is consolidated from

multiple sources:
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» 1960s: The emergence of time-sharing
systems demonstrated the need to control
access to computer resources.

» 1970s: The Department of Defense (DOD)
Ware Report pointed out the need for
computer security.

* 1970s (mid to late): A number of systems
were designed and implemented using
security kernel architectures.

*  1980: Anderson (1980) first proposed that
audit trails should be used to monitor
threats. The importance of such data had
not been comprehended at that time and all
the available system security procedures
were focused on denying access to sensitive
data from an unauthorized source.

» 1983: The DoD trusted computer system
evaluation criteria — the “orange book” —
was published and provided a set of
criteria for evaluating computer security
control effectiveness

» 1987: Denning (1987) presented an abstract
model of an intrusion detection expert
system (IDES). This paper was the first to
propose the concept of intrusion detection
as a solution to the problem of providing a
sense of security in computer systems.

» 1988: The Internet Worm program of 1988 —
which infected thousands of machines and
disrupted normal activities for several
days — was detected primarily through
manual means.

Lunt (1988) refined the intrusion detection
model proposed by Denning (1987) and
created the IDES prototype system. This
system was designed to detect intrusion
attempts with adaptation to gradual changes
in behavior to minimize false alarms.

Smaha (1988) developed the Haystack
system in order to assist Air Force security
officers detect misuse of the mainframes used
at Air Force bases.

Sebring et al. (1988) developed MIDAS
(multics intrusion detection and alerting
system) to monitor the National Computer
Security Center Dockmaster system:

» 1989: Wisdom and sense from the Los
Alamos National Laboratory, and
information security officer’s assistant
(ISOA) from Planning Research
Corporation (Vaccaro and Liepins, 1989).

*  1990: A new concept was introduced in
1990, with NSM (network security monitor,
now called network intrusion detector or
NID): instead of examining the audit trails
of a host computer system, suspicious
behavior was detected by passively
monitoring the network traffic in a local
area network (LAN) (Heberlein et al., 1990).

» 1991: A different idea was introduced with
NADIR (network anomaly detection and
intrusion reporter) and DIDS (distributed
intrusion detection system): the audit data
from multiple hosts were collected and
aggregated in order to detect coordinated
attacks against a set of hosts (Jackson
et al., 1991).

* 1994: Crosbie and Spafford (1994-1995)
suggested the use of autonomous agents in
order to improve the scalability,
maintainability, efficiency and fault
tolerance of IDS. This idea fit well with the
ongoing research on software agents in
other areas of computer science.

* 1995: An improved version of IDES was
developed in 1995, called NIDES
(next-generation intrusion detection
expert system).

» 1996: The design and implementation of
GrIDS addressed the scalability
deficiencies in most contemporary
intrusion detection systems. This system
facilitates the detection of large-scale
automated or coordinated attacks, which
may even span multiple administrative
domains (Staniford-Chen et al., 1996).

* 1998: Anderson and Khattak (1998) offered
an innovative approach to intrusion
detection, by incorporating informational
retrieval techniques into intrusion
detection tools.

*  2002: Wing (2002) advanced an automated
technique for generating and analyzing
attack graphs based on symbolic model
checking algorithms. This technique is
implemented in a tool suite.

*  2002: Malladi et al. (2002) introduced new
types of guessing attacks and developed
procedures to analyze protocols subject to
such attacks.

Table I gives bibliographic references on
intrusion detection under various
classifications for ease of use by the reader.

| conclusions

The threat and actuality of intrusion is real.
More often than not, organizations are not
prepared to protect themselves from
intrusions. However, each organization
should have a security policy and a strategy
to combat intrusion efficiently and
effectively. The strategy should include
preparation, monitoring, detection, recovery
and response. If this is implemented,
organizations will be able to protect their
systems, networks and their sensitive data.
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Intrusion detection relevant area References

1. ID concepts, theory and Axelsson (1999), Bace (2000), Dias et al. (1990), Dowell and Ramstedt

methodology

2. Autonomous agents, expert systems

General

AudES: audit expert systems
AID system
Bro: real-time intrusion detection

CIDF: common intrusion detection
framework

COAST

Clustering

Data mining

Discovery

EMERALD: event monitoring enabling

ESSENSE
GASSATA: genetic algorithm

GrIDS: graph-hased intrusion
detection system

Haystack

Hobids: host-based intrusion
detection system

IDAMN: intrusion detection
architecture for mobile networks

IDES: intrusion detection expert
system

MIDAS: Multics intrusion detection
and alerting system

Machine learning

Markov chain
NIDX: network intrusion detection

NADIR: network audit director and
intrusion reporter

NIDES: next generation

(1990), Dunigan and Hinkel (1999), Enterasys (2001), Escamilla (1998),
Eskin (2000), Forte (1999), Graham (1998), Gross (1997), Halme and
Bauer (1995), Heady et al. (1990), Heberlein et al. (1990, 1991a,b),
Helman et al. (1992), Hubbard et al. (1990), ligun (1992a, b) ligun et al.
(1995), Jackson et al. (1991a, b), Kossakowski (1999), Kumar (1995),
Lee (1999), Lee and Stolfo (1999), Lee et al. (1999a, b, ¢, 2000) Liepins
and Vaccaro (1992), Lunt (1993a, b), Lunt et al. (1992, ¢), Mahoney
(2000), Maiwald (1998), Mansfield et al. (1999), Marceau (2000), Mark
(2000), McAuliffe et al. (1990), McConnell (1998), Mukherjee et al.
(1994), Northcutt (1999a, b, 2000), Pichnarezyk et al. (1994), Puketza
et al. (1996; 1997), Reavis (1999), Scambray et al. (1998), Snapp et al.
(1991), Sundaram (1996), Ting et al. (1999), Wood (1999), Yip and
Levitt (1998), Yuill et al. (1999), Zamboni and Spafford (1999), Zirkle
(2000), Kim and Spafford (1997), Blain and Deswarte (1990), Debar et al.
(2000), Puketza et al. (1996, 1997), Wing (2002)

Croshie (1995), Croshie and Spafford (1995); Autonomous Agents
(1995); Chan and Wei (2002)

Tsudik and Summers (1990)
Sobirey et al. (1996)
Paxon (1998); Paxon and Handley (1999)

Staniford-Chen et al.
Balasubramaniyan et al.
Portnoy et al. (2001)
Lee et al. (1997, 1998, 1999a, b, ¢, 2000, 2001)
Tener (1986; 1988)

Neumann and Parker (1989), Neumann and Porras (1999),
Porras (1992), Porras and Kemmerer (1992), Porras and Neumann
(1997)

Valcarce et al. (1992)
Cedex (1993), Croshie (1995), Me

(1998)
(1998)

(1993, 1998)

Cheung and Levitt (1997), Cheung et al. (1999), Staniford-Chen et al.
(1998)

Smaha (1988), Smaha and Snapp (1996)

Hershkop et al. (2001), Lee et al. (1997), Lee and Xiang (2001),
Mandanaris et al. (1999)

Samfat and Molva (1997), Didier and Molva (1997), Chan and Wei (2002)
Denning (1967), Denning and Neumann (1985), Denning et al. (1987)

Sebring et al. (1988)

Frank (1994), Tener (1986, 1988), Weiss and Baur (1990),
Lane and Brodley (1997a, b)

e (2000)
Bauer and Koblentz (1998)

Hochberg et al. (1993)

Anderson et al. (1995), Lunt (1988, 1989a, b, 1993a, b), Lunt and
Jagannathan (1988), Lunt et al. (1992), Sebring et al. (1988)
(continued)

[177]



Joseph S. Sherif, Rod Ayers
and Tommy G. Dearmond
Intrusion detection: the art
and the practice. Part |

Information Management &
Computer Security
11/4 [2003] 175-186

[178]

Table |

Intrusion detection relevant area

References

Neural networks

Nonparametric pattern recognition
NSM: network security monitor
Petri nets

Phased approach expert system

Pattern-based, peer-based,
rank-based

RETISS: real-time security system
using fuzzy logic

SAINT: Security analysis integration
tool

SNORT

SNMS: shadow network management
system

STAT: state transition analysis tool
Statistical approach

Visual model

Wisdom and secure

3. Audit, analysis, monitoring,
surveillance

-~

. ID evaluation

5. Anomaly detection

Misuse

System calls
Adaptive

Feature selection
Network-based
Host-based
Behavior-based
Cooperative

Cost sensitive

6. General references

Debar et al. (2000), Ghosh and Schwartzbard (1999), Simonian (1990)
Lankewics and Bernard (1991)

Heberlein et al. (1991a, b)

Frincke et al. (1998)

Jackson et al. (1991a, b; 1994)

Garvey and Lunt (1991), ligun (1992a, b), Mounji (1997), Porras
(1992), Porras and Kemmerer (1992), Porras and Neumann (1997),
Shieh and Gligor (1991), Sinclair et al. (1999), White et al. (1996)

Carrettoni et al. (1991)

Zamboni (1996), Zamboni and Spafford (1999)
Roesch (1999)

Ong et al. (1999)
Porras and Neumann (1997)
Marchette (2001)
Vert et al. (1998)
Vaccaro and Liepins (1989)

Bishop (1989, 1995, 1999), Cedex (1993), Ko et al. (1994), Schneier
(2000), Sibert (1988), Wee (1995), Wetmore (1993), Amoroso (1999),
Anderson (1980), Apap et al. (2001), DeDios et al. (2001), Brentano
(1991), Mell and McLarnon (1999), Habra et al. (1991, 1993), Helman
et al. (1992), Lunt (1993a, b), Moitra (1992), Piccioto (1987),

Teng (1990a, b), Wiler (2000)

Lindquist and Jonsson (1997), Lippmann et al. (2000a, b), Lodin
(1998), Lundin and Jonsson (1999), MIT (1999), Northcutt (1999a, b),
Anderson et al. (1995), Anderson and Khattak (1998), Allen et al.
(2000), Carnegie Mellon Software Engineering Institute (2000), Bace
(1994, 2000)

Eskin (2000), Eskin et al. (2001a, b), Liepins and Vaccaro (1992),
Seleznyov and Puuronen (1999), Teng et al. (1990a, b), Winkler
(1990), Mahony (2000), Mahoney and Chan (2001), Vaccaro and
Liepins (1989), Lee and Stolfo (1998, 1999), Lee et al. (1997, 1998,
1999a, b, ¢, 2000), Wiler (2002)

Jackson et al. (1991a, b, 1994), Kumar (1995), Kumar and Spafford
(1994, 1995), Neumann and Porras (1999), Smaha and Snapp (1996),
Levitt (1992), Price (1997), Corbitt (1994)

Eskin et al. (2001a, b), Hofmeyer et al. (1998), Warrender et al. (1999)
Eskin et al. (2001a, b), Fan and Stolfo (2002), Fan et al. (2002),
Feiertag et al. (1999), Halme and Bauer (1995), Halme and

Kahn (1900)

Doak (1992)

Denmac (1999), Wing (2002)

Zirkle (2000)

Herve (2000), Ye (2000)

Cheung and Levitt (1997), Cheung et al. (1999), SANS (2000)

Fan and Stolfo (2002), Fan et al. (2002), Lee (1999), Miller (1999),
Panagiotis (1999), Stolfo et al. (2000)

Amoroso (1999), Marchette (2001), Proctor (2000), Shimomura
(1996), Sterling (1992), Stoll (1990), Toxen (2000), Bace (2000),
Escamilla (1998), Northcutt (1999a, b), Schneier (2000),

Spitzner (2001)
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