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Introduction

Too frequently today there are headlines

about the latest hacker attack. They have

broken into another system. They have

stolen credit card lists. They have stolen

military secrets. They have stolen trade

secrets. The following books certainly make

for interesting reading:

The Cuckoo’s Egg: Tracking a Spy through

the Maze of Computer Espionage (Stoll,

1990);

Takedown, The Pursuit and Capture of

Kevin Mitnick, America’s Most Wanted

Computer Outlaw ± By the Man Who Did It

(Shimomura, 1996);

The Hacker Crackdown (Sterling, 1992);

and

Masters of Deception: The Gang That

Ruled Cyberspace (Slatalla and Quittner,

1996);

They tell stories of extensive and sustained

attacks against many computer systems.

These were systems that in many

circumstances were thought to be secure.

And individuals who were determined and

relentless in their pursuit carried out the

attacks from `̀ unsophisticated’’ computer

installations like garages and apartments.

Some did it just to prove it could be done, and

because in some circles a successful attack

was a recognized achievement of the first

rank. Others carried out their attacks to

create mischief, and to cause the greatest

amount of havoc and damage.

Though one might think that with some 40

years (if, for the sake of discussion we posit

1960 as the `̀ beginning’’ of the age") of

modern computing, as we know it, surely

the attacks must be isolated incidents.

Surely, the technologies to defend computer

systems should be commonplace. But such

is simply not the case. In fact, it can be

shown that the incidence of computer

intrusion is growing, perhaps at an

alarming rate.

Mahoney (2000) defines at least six types of

computer attack:

1 Worms ± self-replicating programs that

spread across a network.

2 Viruses ± programs that replicate when a

user performs some action such as

running a program.

3 Server attacks ± a client exploits a bug in

the server to cause it to perform some

unintended action.

4 Client attacks ± a server exploits a bug in a

client to cause it to perform some

unintended action.

5 Network attacks (denial of service) ± a

remote attacker exploits a bug in the

network software or weakness in the

protocol to cause a server, router or

network to fail.

6 Root attacks ± a user on a multi-user

operating system obtains the privileges of

another user (usually `̀ root’’) by either

obtaining the other user’s password, or

bypassing controls that restrict access.

Literature survey

Though the public awareness of the whole

area of `̀ intrusion detection’’ seems to have

been more recent, it is certainly not a new

area of inquiry. In fact, it has been an area of

concern for most of what we know of

`̀ modern’’ computers. There have been a

number of important milestones in the brief

history of intrusion detection systems. The

following list is consolidated from

multiple sources:
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1960s: The emergence of time-sharing

systems demonstrated the need to control

access to computer resources.

1970s: The Department of Defense (DOD)

Ware Report pointed out the need for

computer security.

1970s (mid to late): A number of systems

were designed and implemented using

security kernel architectures.

1980: Anderson (1980) first proposed that

audit trails should be used to monitor

threats. The importance of such data had

not been comprehended at that time and all

the available system security procedures

were focused on denying access to sensitive

data from an unauthorized source.

1983: The DoD trusted computer system

evaluation criteria ± the `̀ orange book’’ ±

was published and provided a set of

criteria for evaluating computer security

control effectiveness

1987: Denning (1987) presented an abstract

model of an intrusion detection expert

system (IDES). This paper was the first to

propose the concept of intrusion detection

as a solution to the problem of providing a

sense of security in computer systems.

1988: The Internet Worm program of 1988 ±

which infected thousands of machines and

disrupted normal activities for several

days ± was detected primarily through

manual means.

Lunt (1988) refined the intrusion detection

model proposed by Denning (1987) and

created the IDES prototype system. This

system was designed to detect intrusion

attempts with adaptation to gradual changes

in behavior to minimize false alarms.

Smaha (1988) developed the Haystack

system in order to assist Air Force security

officers detect misuse of the mainframes used

at Air Force bases.

Sebring et al. (1988) developed MIDAS

(multics intrusion detection and alerting

system) to monitor the National Computer

Security Center Dockmaster system:

1989: Wisdom and sense from the Los

Alamos National Laboratory, and

information security officer’s assistant

(ISOA) from Planning Research

Corporation (Vaccaro and Liepins, 1989).

1990: A new concept was introduced in

1990, with NSM (network security monitor,

now called network intrusion detector or

NID): instead of examining the audit trails

of a host computer system, suspicious

behavior was detected by passively

monitoring the network traffic in a local

area network (LAN) (Heberlein et al., 1990).

1991: A different idea was introduced with

NADIR (network anomaly detection and

intrusion reporter) and DIDS (distributed

intrusion detection system): the audit data

from multiple hosts were collected and

aggregated in order to detect coordinated

attacks against a set of hosts (Jackson

et al., 1991).

1994: Crosbie and Spafford (1994-1995)

suggested the use of autonomous agents in

order to improve the scalability,

maintainability, efficiency and fault

tolerance of IDS. This idea fit well with the

ongoing research on software agents in

other areas of computer science.

1995: An improved version of IDES was

developed in 1995, called NIDES

(next-generation intrusion detection

expert system).

1996: The design and implementation of

GrIDS addressed the scalability

deficiencies in most contemporary

intrusion detection systems. This system

facilitates the detection of large-scale

automated or coordinated attacks, which

may even span multiple administrative

domains (Staniford-Chen et al., 1996).

1998: Anderson and Khattak (1998) offered

an innovative approach to intrusion

detection, by incorporating informational

retrieval techniques into intrusion

detection tools.

2002: Wing (2002) advanced an automated

technique for generating and analyzing

attack graphs based on symbolic model

checking algorithms. This technique is

implemented in a tool suite.

2002: Malladi et al. (2002) introduced new

types of guessing attacks and developed

procedures to analyze protocols subject to

such attacks.

Table I gives bibliographic references on

intrusion detection under various

classifications for ease of use by the reader.

Conclusions

The threat and actuality of intrusion is real.

More often than not, organizations are not

prepared to protect themselves from

intrusions. However, each organization

should have a security policy and a strategy

to combat intrusion efficiently and

effectively. The strategy should include

preparation, monitoring, detection, recovery

and response. If this is implemented,

organizations will be able to protect their

systems, networks and their sensitive data.
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Table I
Classification of intrusion detection (ID) literature under relevant areas

Intru s ion dete ction re le van t are a R eferen ces

1 . ID c o nc ep ts , theory an d
m e thodo log y

Axelsson (1999), B ace (2 000), D ias et a l. (1990), D ow ell and Ram stedt
(1990), D unigan a nd H in kel (1999), E nterasys (2001), E sca m illa (1998),
E skin (2000), Forte (1999), Graham (1998 ), G ross (199 7), H alm e and
B auer (199 5), Heady et a l. (1990), H eberle in et a l. (19 90, 1991a,b),
H elm a n et a l. (19 92), H ub bard e t a l. (1990), Ilgun (1992a, b) Ilgun et a l.
(1995), Jackson et a l. (199 1a, b), Kossakow sk i (1999), Kum ar (19 95),
Lee (1999), Lee and Sto lfo (19 99), Lee et a l. (1999a, b, c, 200 0) L iep ins
an d Vac caro (1992), Lunt (1993a , b), Lunt et a l. (1992, c), M ah oney
(2000), M aiw ald (1998), M an sfie ld et a l. (1999), M arceau (2000 ), M ark
(2000), M cAu liffe et a l. (1990), M cC onn ell (1998), M ukhe rje e et a l.
(1994), N orthcutt (1999a, b, 2 000 ), Pichnarezyk et a l. (1 994), P uketza
et a l. (1996; 1 997), R eavis (1999), Scam bray et a l. (199 8), Sna pp et a l.
(1991), Sundaram (1996), T ing et a l. (1 999), W ood (1999), Y ip a nd
Levitt (1 998), Yuill et a l. (1999), Z am boni and S pafford (199 9), Zirk le
(2000), K im and Spafford (1997), B la in a nd D esw arte (199 0), D ebar e t a l.
(2000), P uketza et a l. (1996, 1 997 ), W ing (200 2)

2. A uton om o us ag ents , ex pert s ys tem s

G e nera l C rosb ie (1 995), C ro sb ie and S paffo rd (1 995); Autonom ous Agents
(19 95); C ha n a nd W ei (2 002)

A udE S: au dit expe rt system s Tsu dik and Sum m ers (1 990)

A ID system So birey e t a l. (1996 )

B ro: rea l-tim e intrus ion d etection P ax on (1998 ); P axon an d Ha ndley (1999 )

C ID F: co m m on intrus io n d etectio n
fram ew ork Stan iford -C hen et a l. (1 998)

C O AST B ala subra m aniyan et a l. (1 998)

C lustering P ortno y et a l. (20 01)

D a ta m in ing Lee e t a l. (1997, 199 8, 199 9a, b , c, 2000, 2001 )

D isc ove ry Te ner (1986; 198 8)

E M ER A LD: event m o nitoring e nabling N eu m ann an d Pa rke r (19 89), N eu m ann an d P orras (1 999),
P orras (19 92), P orras and Ke m m erer (19 92), P orras and N eu m ann
(19 97)

E SSE N SE Va lcarc e et a l. (19 92)

G AS SAT A : genetic a lgorithm C ed ex (1993) , C ro sbie (19 95), M e (1993 , 19 98)

G rID S: g raph -based in tru sion
d etectio n syste m C he ung a nd Levitt (19 97), C he ung et a l. (19 99), Sta niford -C hen et a l.

(19 98)

H a ysta ck Sm aha (198 8), Sm a ha and Sna pp (199 6)

H o bids: host-b ased intrus ion
d etectio n syste m H ersh ko p e t a l. (200 1), Lee et a l. (1 997), Lee and X ia ng (2001) ,

M anda nar is et a l. (199 9)

ID AM N : intru s ion dete ction
a rc hite cture fo r m o bile n etw orks Sam fat and M olva (1997), D id ier and M olva (1 997), C han and W ei (20 02)

ID ES : in trus ion dete ction e xpert
system D en ning (1967 ), D enn ing and N eum ann (1985 ), D enn ing et a l. (19 87)

M ID AS: M u ltics intrus ion dete ction
a nd alertin g syste m Se bring et a l. (1 988)

M ac hin e learn ing Fra nk (19 94), Tener (19 86, 198 8), W eiss and B aur (19 90),
Lan e and B ro dle y (1 997a, b)

M arkov chain Ye (20 00)

N ID X : n etw ork intrus ion dete ction B au er a nd Koblentz (19 98)

N AD IR : ne tw o rk aud it d irecto r a nd
intrus ion rep orter H oc hberg et a l. (19 93)

N ID ES : next gene ratio n And erson et a l. (1995) , Lunt (1988 , 198 9a, b , 199 3a, b), Lunt and
Jagan nathan (19 88), Lun t e t a l. (1992 ), Seb ring et a l. (198 8)

(co ntinu ed)
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Table I

Intru sion dete ction re le vant area R eferenc es

N eura l netw orks D eba r et a l. (2000 ), G hosh an d Sc hw artzbard (19 99), S im onian (19 90)

N on param e tric pattern rec ognitio n Lan ke w ics an d B ernard (1991 )

N SM : n etw ork sec urity m onitor H ebe rle in et a l. (1991 a, b)

P etri ne ts Frin cke et a l. (1 998)

P ha sed appro ach exp ert syste m Jackson et a l. (1991a, b; 1 994)

P attern -b ased, peer-based ,
rank -bas ed G arve y a nd Lunt (1991) , Ilgu n (199 2a, b), M o unji (19 97), Po rras

(19 92), P orras and Ke m m erer (19 92), P orras and N eu m an n (19 97),
Shieh and G ligor (19 91), S inc la ir et a l. (1 999), W hite e t a l. (199 6)

R E TIS S: rea l-tim e secu rity system
using fuzzy log ic C arretton i et a l. (199 1)

SA IN T: Secu rity analys is inte gration
tool Z am b oni (199 6), Z am boni an d Spaffo rd (1 999)

SN O R T R oesc h (1 999)

SN M S: shadow netw ork m anage m ent
system O ng et a l. (1 999)

ST AT: sta te tran sition an alys is to o l P orras and N eu m ann (199 7)

Sta tistica l approac h M arch ette (2001)

Visual m od el Vert et a l. (1998)

W isdom a nd secure Vac caro and L iep ins (198 9)

3 . A udit , ana lys is , m onit orin g ,
s urve illanc e B ishop (1 989, 1995 , 1999 ), C ede x (1 993), K o et a l. (19 94), Sc hneie r

(20 00), S ibert (1988 ), W ee (19 95), W etm ore (19 93), A m oroso (19 99),
Ande rson (198 0), Apa p et a l. (200 1), D eD ios e t a l. (2001 ), B rentan o
(19 91), M ell a nd M cLarnon (1 999), H ab ra et a l. (199 1, 19 93), H elm an
et a l. (1 992), Lunt (1993a, b), M oitra (1 992), Picc ioto (1 987),
Ten g (19 90a, b), W iler (200 0)

4 . ID eva lua tion L ind quist and Jonsson (1 997), L ippm an n et a l. (20 00a, b), Lod in
(19 98), Lund in and Jonsson (19 99), M IT (1999 ), N orthcu tt (19 99a, b ),
Ande rson et a l. (1 995), Ande rso n and Kha ttak (19 98), A llen e t a l.
(20 00), C arne g ie M e llon Softw are E ng ine erin g Institute (20 00), B ace
(19 94, 200 0)

5 . A nom aly de te c t ion Esk in (2 000), Esk in e t a l. (2001a , b), Liep in s a nd Vacca ro (1 992 ),
Seleznyov and P uuronen (19 99), Te ng et a l. (19 90a, b ), W ink ler
(19 90), M ahon y (2000 ), M ahon ey and C ha n (2 001), V acc aro and
L iep ins (1989 ), Lee and Sto lfo (1 998, 1999 ), Lee et a l. (19 97, 1 998,
199 9a, b, c, 2 000), W ile r (2 002)

M isus e Jackson et a l. (1991a, b, 1 994), K um ar (19 95), Ku m ar and Spa fford
(19 94, 199 5), N eu m ann a nd P orras (1 999), S m aha a nd Snapp (1 996),
Levit t (19 92), P ric e (1 997), Co rb itt (1994)

Syste m calls Esk in et a l. (20 01a, b ), H ofm eyer et a l. (1998) , W arrender et a l. (1 999)

Ad aptive Esk in et a l. (20 01a, b ), Fan an d Sto lfo (2002) , Fan et a l. (2002) ,
Fe iertag et a l. (19 99), H alm e and B au er (1 995), H alm e and
Kah n (1900)

Fe ature sele ction D oak (199 2)

N etw ork -based D enm ac (1999) , W in g (2 002)

H ost-based Z irk le (20 00)

B eh avio r-ba se d H erve (20 00), Ye (20 00)

C oo perative C heu ng and Levitt (199 7), C he ung e t a l. (19 99), SAN S (20 00)

C ost sens itive Fan a nd Sto lfo (2002 ), Fan et a l. (200 2), Lee (199 9), M ille r (1 999),
P ana g iotis (1999 ), Sto lfo et a l. (2000)

6 . G ene ra l re fe re nc e s Am o roso (1999) , M arche tte (2 001), P roc tor (2000), Shim om ura
(19 96), Sterling (199 2), Sto ll (1990), Toxen (20 00), Ba ce (2000 ),
Esc am illa (199 8), N orthc utt (1 999a, b), Sc hneie r (2 000),
Spitzner (200 1)
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