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Abstract

Although several studies have discussed the framework and value of
information systems (IS) security standards and certification, there has been
relatively little empirical research on how different groups of stakeholders in
an organization interpret and behave during the implementation process. In an
attempt to fill this research gap, this study employs a socio-cognitive
perspective, namely the concept of frames analysis, to investigate how the
managers and employees of a financial institution make sense of IS security
certification, BS 7799 Part 2, and how these interpretations influence their
actions. Using an interpretive case study approach, the findings show that the
expectations of management have a strong impact on the implementation of
the certification process. Moreover, the incongruence between the perceptions
of managers and those of the certification team and other employees means
that IS security management concepts may not be fully embedded in the
organization’s work practices and routines. This article argues that during
the certification process, managers should place more emphasis on the
identification of frame incongruence and undertake early intervention to align
frames in order to achieve overall security effectiveness in the organization.
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Introduction

An increasing number of organizations are initiating information systems
(IS) security management projects to tackle the growing number of security
incidents, and also to meet the requirements of regulatory compliance
legislation, such as the Sarbanes-Oxley Act and the Data Protection
Act (DTI & PWC, 2006; Gordon et al.,, 2006). One strategy involves
implementing IS security standards, such as BS 7799 Part 1 or ISO/IEC
17799, or acquiring certification, such as BS 7799 Part 2 or ISO 27001
(Tashi & Ghernaouti-Helie, 2007). These standards and certifications set
out the requirements of good IS security management practices covering
aspects of people, processes, IT systems and policies (von Solms, 1998,
1999). From a research perspective, although IS security researchers have
acknowledged the importance of these standards and certifications, there
are relatively few empirical studies of their actual implementation.
However, empirical investigation is fundamental to help IS security
scholars and professionals understand the organizational changes and
consequences resulting from the application of these standards in practice.
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In an attempt to fill this research gap, this study
investigates how a financial organization’s members under-
stand and interpret BS 7799 Part 2 certification, and how
they use these meanings to guide their actions over the
course of the certification implementation process.

Focusing on the interpretive process, the study adopts
frames analysis as the theoretical lens. The objective is to
identify the perceptions and assumptions of different
groups of stakeholders in an organization and examine
the organizational consequences resulting from frame
incongruence. To this end, an empirical study was carried
out in a financial institution where the certification
process was initiated in early 2004 and completed in
late 2005. The results of the investigation have both
theoretical and practical implications. From the stand-
point of research, the investigation adds to the IS security
literature by providing insights into how and why people
behave differently in the context of certification imple-
mentation. Meanwhile, for IS security professionals,
frames analysis provides an analytical tool to obtain the
interpretations of organizational members at different
stages of the certification process. This can help IS
security professionals activate intervention strategies, if
necessary, to shape and reshape organizational members’
perceptions in order to achieve the desired level of
security awareness and effectiveness. The empirical
results also identify issues that managers should be aware
of during the certification process.

The remainder of this paper is organized as follows. The
next section reviews the literature on the IS security
standard and certification process, and explains the
theoretical framework. The research methodology and
the case company, called the Finance House, are also
presented. The discussion of the findings focuses on the
assumptions of different stakeholder groups and analyzes
the incongruence that exists between them. The paper
concludes by considering the contributions and implica-
tions of this research.

Literature review

Security standards can be either technology-oriented or
management-oriented. Technology-oriented standards
deal with the physical and logical specification of a
product or information technology, while management-
oriented standards are designed to ensure good manage-
ment practices in organizations. In the field of IS security,
ISO/IEC 9594-8 for public key certificates and ISO/IEC
9797-1:1999 for message authentication codes are two
examples of technological standards; and ISO 17999 is an
example of a management standard. Terlaak (2007)
argues that standards exemplify the notion of private-
centralized institutions because (1) their creation in-
volves various representative stakeholders and their
compliance is not mandated by law and (2) they are
maintained by a centralized institution, such as the
British Standards Institute (BSI) or the International
Organization for Standardization (ISO). Most manage-
ment standards (e.g., ISO 9000 and ISO 14001) also

provide a certification scheme for compliant firms. In the
area of IS security, BS 7799 Part 1 was published in the
United Kingdom in 1995, and BS 7799 Part 2 was
published in February 1998 to support the certification
process. As part of the internationalization of standards
development, in December 2000, Part 1 was published as
ISO/IEC 17799 and Part 2 became ISO/IEC 27001 in 2005.
Firms seeking certification are required to submit to an
audit by an accredited certification body. Such bodies
range from government testing laboratories to private
organizations and accounting firms (Guler et al., 2002).

BS 7799 has gained a great deal of scholarly support
as the most appropriate mechanism for achieving
security management best practices in organizations
(e.g., Kearvell-White, 1996; von Solms, 1998, 1999). In
particular, some researchers emphasize the importance of
establishing information security standards as a precon-
dition for achieving trust and thereby fostering electronic
commerce (von Solms, 1998). Given their increasing
significance in IS security management, other researchers
have focused on analyzing the underlying assumptions
of these established standards. Applying Burrell and
Morgan'’s framework, Dhillon & Backhouse (2001) argued
that the concept of BS 7799 is rooted in the functionalist
paradigm to create an evaluation basis for addressing
security management issues. Subsequently, Siponen
(2005) posited that ISO/IEC 17799, which was developed
with a means-end-oriented research objective, has a
technical role in an organization because user acceptance
is not considered in the framework.

Despite the importance of IS security standards,
relatively few studies have considered the issues that
arise during the adoption and diffusion process.
Backhouse et al. (2006) described the institutionalization
process of BS 7799 at the industry and international level;
and Tejay (2005) developed an efficiency model to help
managers make decisions about the appropriate number
of standards to adopt. Using semi-structured interviews
at four small- and medium-sized enterprises (SMEs),
Wiander (2007) found that organizations welcome the
competitive advantage and the increase in customer
demand that result from adopting ISO/IEC 17799;
however, the cost and the heavy administrative workload
are the least desirable aspects of the standard’s imple-
mentation. Wiander (2008) also investigated the role of
organizational culture and top management support
during the audit process. In short, a review of the existing
literature indicates that empirical studies on the adoption
of IS security management standards are still relatively
lacking (Siponen, 2003; Wiander, 2008). By contrast, the
spread of other management standards, such as ISO 9000
and ISO 14000, has generated significant research interest
(Westphal et al., 1997; Shannon et al.,, 1999; Beck &
Walgenbach, 2005; Terlaak & King, 2006). Given the
predominance of descriptive and conceptual research
(Siponen & Willison, 2007), this study contributes to the
literature on IS security standards by providing empirical
content derived through an interpretive study.
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As mentioned earlier, meeting certification require-
ments involves organizational changes (Wiander, 2008),
which are associated with the processes of sense-making
and interpretation (Daft & Weick, 1984; Gioia et al.,
1994). In the area of security research, researchers have
discussed the importance of people’s assumptions and
their interpretations of IS security requirements (Vroom
& von Solms, 2004; Dhillon & Torkzadeh, 2006). Never-
theless, an in-depth investigation of people’s expecta-
tions, assumptions and attitudes toward IS security
certification is still lacking. Given the emphasis on
assumptions and interpretations, the next section
explains why the concept of frames analysis is an
appropriate theoretical lens for this study.

Theoretical framework

Focusing on the interpretive process, this research adopts
the concept of frames as the basis of the theoretical
framework. Minsky (1975) introduced the term ‘frame’
to describe ‘a data-structure representing a stereotyped
situation’ (p. 212) in artificial intelligence applications.
Many terms can be used to describe the formation and
existence of such understanding, for example, ‘schema,’
‘cognitive maps,” ‘mental models,” ‘frames,” ‘paradigms,’
‘scripts’ and ‘thought worlds’ (Orlikowski & Gash, 1994).
The term ‘frames’ is used in this study. The socio-
cognitive approach shares the belief of social constructi-
vism theorists that knowledge cannot -effectively
construct meaning in isolation, and reality is a personal
interpretation dependent on how individuals perceive
their experiences. On the basis of these views of
epistemology and ontology, socio-cognitive theorists
maintain that action is subject to the interpretation of
the individual on the basis of his worldview and the
surrounding environment. Echoing this view, Bandura
(1986) argued that ‘what people think, believe, and feel
affects how they behave’ (p. 25).

Within the scope of organizational studies, a frame
has several characteristics. Essentially, a frame is a
mechanism for an individual’s sense-making. It helps
people reconcile their current knowledge with new
information presented by the environment, and thus
gives meaning to their understanding of the world. An
individual’s frame is always situated in the context of a
particular time and space. The same frame can be
employed as a reference in different situations; however,
the context might constrain or elaborate on an indivi-
dual’s interpretation of an object or event and therefore
lead to different understandings and actions. Although
frames are normally held independently by individuals,
there are situations in which shared frames are impor-
tant. For example, the socio-cognitive approach suggests
that, in the course of socialization, a certain group of
people generate or share the same beliefs and assump-
tions towards some phenomena. In the context of an
organization, Pinch & Bijker (1987) refer to such groups
as ‘relevant social groups’ (p. 30) and argue that one can
only start defining problems and tracing the common

frames shared by members of each relevant social group
when all, or at least the most relevant, social groups have
been located. Different relevant social groups might
define problems or share frames differently. Moreover,
each group may assign different meanings to the
surrounding organizational artifacts and subsequently
take different actions. In other words, when the inter-
pretations of different relevant social groups in an
organization are misaligned, there exists an incongruence
of the frames. In this situation, the problem of poor
IT appropriation and wuser resistance might occur
(Orlikowski & Gash, 1994).

Building on the concept of frames, Orlikowski (1993)
and Orlikowski & Gash (1994) extended the applicability
of frames analysis to organizational science and devel-
oped the concept of technological frames. They use the
term ‘technological frames’ to describe the mental
models that members of an organization use to make
assumptions about, develop expectations of, and inter-
pret the technology they use in that particular organiza-
tion. A number of empirical studies have shown that
technological frames analysis can be used to determine
how different actors make sense of information technol-
ogy and how they interact with the technology in their
organization (Orlikowski, 1993, 2000; Barrett, 1999; Lin
& Cornford, 2000). Besides identifying and analyzing
frame incongruence, other scholars have studied how
frames can be changed through social and political
intervention during the organizational change process
(McLoughlin et al., 2000; Lin & Silva, 2005).

In this article, the objective is to investigate how
different groups within an organization interpret and
behave during the IS security certification process.
Frames analysis allows a researcher to identify the
underlying assumptions and interpretations that differ-
ent relevant social groups hold throughout the imple-
mentation process (e.g., initiation, implementation and
completion of the IS security certification scheme), and
determine whether there exists any incongruence be-
tween the frames in the organization. Before discussing
the findings, the next section details the research
methodology and the case study.

Research method

Given the objective of capturing people’s interpretations
and perceptions of IS security certification in a specific
organizational context, this research employs an inter-
pretive approach to develop insights into the organiza-
tion in the case study. Recent research has shown the
value of interpretive case studies in understanding the
development of standards (Backhouse et al., 2006; Markus
et al., 2006) and the certification process (Boiral, 2003). In
discussing the application of technological frames analy-
sis, Davidson (2006) argued that the interpretive case
study can ‘produce a theoretically informed interpreta-
tion of the research context, which is one form of general
knowledge’ (p. 25).
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The empirical setting of this research is a Taiwanese
financial institution called the Finance House (a pseudo-
nym). The company has over 400 employees in 11
departments. The business operations of the Finance
House are tightly regulated by the financial supervisory
authority. In early 2004, the organization started the
certification process for BS 7799 Part 2, and enterprise-
wide certification was obtained in October 2005. This
empirical research covers the certification period.

The researcher was a manager with Finance House
between July 2004 and December 2005. Data sources
included observation notes, informal conversations with
employees, internal security policies, minutes of the
certification working group’s meetings, press releases
and follow-up interviews. The observation notes
came from the researcher’s attendance at 15 monthly
Chairman-led management meetings, where the certifi-
cation project’s progress was reported and discussed.
The researcher found that social lunches provided an
informal setting in which employees felt more relaxed
about discussing their perceptions and knowledge of the
certification scheme’s progress. During the research
period, over 30 such lunches were arranged and the
topic of certification implementation was raised in a
casual manner. In addition, 34 formal documents were
used in the investigation, ranging from monthly progress
reports by the certification team to internal IS security
training materials, internal IS security policies and
procedures, meeting minutes and organizational publica-
tions. After the researcher left the company, five formal
follow-up interviews were conducted in mid-2006 to
validate the early interpretations of the results and
identify any inconsistencies. The interviews consisted
of two interviews with senior executive managers; two
group interviews with three and two employees, respec-
tively, from four different departments and one with the
staff of the internal audit department. Fach interview
lasted between 1 and 2h.

Given the nature of the subject under investigation,
gaining access to information could have been difficult,
especially when the focus was on personal interpretations
of security issues. In this situation, personal contact with
organizational actors proved invaluable because it facili-
tated ‘in-depth access to people, issues, and data’
(Walsham, 2006, p. 321). The familiarity between the
researcher and the interviewees allowed the latter to feel
at ease about discussing possibly sensitive or confidential
issues. This helped reduce the problems associated with
qualitative interviews, such as the lack of trust and the
artificiality of the interview process (Myers & Newman,
2007). Even so, it is worth noting that being an insider
meant that participants were more likely to perceive a
conflict of interest between themselves and the researcher.
In this case study, the researcher developed a research
interest in the subject after becoming acquainted with
some internal auditors and having informal conversa-
tions about the implementation process. The researcher
was in charge of corporate communications with inter-

national business partners and did not participate in the
certification decision-making process, or work in relevant
departments which were in charge of the implementa-
tion. Hence, the researcher played a neutral role, which
helped to prevent any potential political conflicts with
the interviewees that might have impacted on the quality
of the data collected. This factor also minimized the
possibility that the researcher’s own perspective might
jeopardize the validity of the research findings. It is also
worth noting that the use of multiple sources of
information helps demonstrate the credibility and
dependability of interpretive case study research (Yin,
1994; Darke et al., 1998).

To analyze the data, the concept of frames was used to
structure the narrative of the case, thereby constructing a
dialogical process between the data and the theory (Klein
& Myers, 1999). The interpretations were validated by
following the approach suggested by Orlikowski & Gash
(1994). Specifically, the theoretical framework informed
the identification process of the relevant social groups
and the frames domain. The initial understanding of the
implementation process led the researcher to identify
three distinct relevant social groups in the empirical
setting. The interview data and field notes for each group
were then studied and organized into different themes.
Through reading the field notes and interview materials
several times, the researcher refined the development of
the themes and ensured that they were dominant across
different interest groups. If conflicting or incomplete
interpretations of a certain event or statement were
identified, the participants were contacted for clarifica-
tion. In the last stage, the five follow-up interviews
played an important role in validating the frames’
domains and themes.

Case study
In late 2003, following a national security assessment
exercise, the government decided to incorporate three of
Finance House’s main computer systems into the na-
tional critical infrastructure. Other similar systems in-
cluded in the infrastructure were the trading systems
operated by the securities and futures exchanges. As a
consequence of this government decision, in early 2004,
the financial supervisory authority mandated that
Finance House as well as the above exchanges must
achieve a certain standard of IS security management.
Explicitly, the authority stipulated BS 7799 Part 2
certification, and required these organizations to com-
plete the certification process within a reasonable period.
A certification team was formed at Finance House to
work on the certification project in early 2004. In
October, the firm obtained the relevant certificates for
its three main operating systems; and a year later,
enterprise-wide BS 7799 Part 2 certification was achieved.
Table 1 details the composition of the three relevant
social groups involved in the process, namely the
Management Group (MG), the Certification Team (CT)
and Other Employees (OT). Because of the number of
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Table 1 Summary of relevant social groups in the
Finance House
Group Composition
Management e Five members at the senior executive
Group (MG) management level
Certification e Members in IT and internal audit
Team (CT) departments with responsibility for

implementing the project
Members from other nine
departments

Other Employees (OT) .

subjects that participated in informal and formal inter-
views, each participant is identified in terms of his/her
relevant social group and a number, for example, the
code CT 2 means a member of the Certification Team.
The next section presents the findings on the groups’
interpretations of why certification was introduced (the
certification strategy), how it was implemented through-
out the organization (perceptions of the implementation
process) and how it impacted on daily work practices
after implementation (the outcome of certification).

Certification strategy

The Management Group initiated the BS 7799 Part 2
certification project to comply with the mandatory
requirement of the financial supervisory authority.
Although the regulatory authority did not set an explicit
deadline for completion of the certification process, an
urgent management-level meeting was held at Finance
House to discuss the issue. At the meeting, senior
management felt that, initially, the scope of certification
should be limited to the three main operating systems. By
focusing on those systems, which already had good IT
security controls in place, senior management believed
the company could obtain certification without making
too many adjustments to the existing security infra-
structure. The timeline was important because, as one
senior executive pointed out: ‘speedy completion would
allow the company to quickly demonstrate the firm’s
compliance to the authority.” Besides meeting the
regulatory requirements, the Chairman also believed
that, given the nature of the financial business, obtaining
BS 7799 certification would have a positive impact on
public confidence in the company. In one meeting, he
expressed this belief as follows:

The certification will demonstrate to the public that we
have secure back-office securities processing systems. There-
fore, investors will have confidence when trusting us with
securities settlements and the computerized book-entry
services we provide.

As instructed by the Management Group, the IT
department and internal audit department formed a task
force for the project, referred to as the Certification Team.
When asked during informal conversations about the
reasons for forming the team, some members mentioned

compliance (CT 1, 2 and 4). In addition, during a social
lunch with four internal auditors, one senior member
(CT 9) responded with ‘taking orders’ and two other
members (CT 1, 6) echoed this view with similar
comments like ‘doing as instructed by the boss.’

Similar responses were given by employees from
another department in the organization. During social
lunches designed to gain information, the researcher
asked employees whether they were aware of the project
and why the company decided to seek BS 7799 Part 2
certification. Many had no knowledge of the project and
showed very little interest in continuing conversations
on the topic during informal discussions. In a social
gathering with five employees (OT 12, 16, 22, 23, 24), one
employee made the following comment, which the
others agreed with:

This is probably some strategic decision by the big boss. It
probably won't really affect daily work practices, except for
the IT people. Not knowing what it is does not worry me.

Image of the implementation process

The Management Group assumed that the implementa-
tion of the BS 7799 standard would be fairly straight-
forward because the organization had a strong IT security
infrastructure. At the start of the implementation
process, the Management Group learnt that the leading
organization in their sector had successfully obtained
certification with highly complementary comments from
the external auditor. Despite having confidence in their
existing technical controls, members of the Management
Group were concerned that unfamiliarity with specific
certification requirements might slow down the process
and impact on the outcome of the external audit. This
concern led to a decision to hire consultants to assist with
the project. One of the consultants made the following
remark about the Management Group’s commitment to
scoring high marks in the audit exercise:

I was told that the company wanted to be the best. After the
first few meetings with the senior management, I realised
that the goal was not only obtaining the certificates, but
also getting 90 or even higher in the audit assessment.

With the strong technical security already implemen-
ted, the Certification Team concentrated on preparing
documents for the first stage of the BS 7799 audit. At the
same time, all members of the team were studying for the
qualification of BS 7799 Lead Auditor. During 2004, 22
members obtained the qualification. This number was
higher than in other comparable organizations. Members
of the Certification Team also expressed satisfaction with
the increase in their knowledge of risk management and
security management resulting from their interaction
with the external consultants and the training program
for the qualification exam.

Because of the pressure to complete the process, the
Certification Team believed that they did not have
sufficient resources or time for appropriate employee
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education and awareness programs. In the follow-up
interview, one member from the business department
(OT 45) commented on the compliance-centric attitude
of the Certification Team as follows:

I was asked to provide information on the risk assessment
form circulated [by the Certification Team]. I found the
criteria were not suitable for the evaluation of the business
activities of my department. I wanted to discuss this with
them, but they told me to try to squeeze information in. I
think that they did not really care about learning how risks
might arise in my department!

The opinion that the process was an exercise in
document production was also observed in other employ-
ees’ interpretations. During informal conversations, there
were comments that the process was an extension of the
ISO 9000 certification, which the company had obtained
a few years earlier. The lack of emphasis on employee
empowerment and development of a security culture was
also reflected in the organization of the 144 sessions of
the security-related training program. Materials were
delivered in a lecture format by the consultants. The
content was generic about IS security policy and risk
management, and there were no interactive discussions
designed to educate employees about the risks in their
daily work practices. As a consequence, employees
believed that the attendance was just one way to
accumulate the hours required to fulfill annual training
course attendance quotas. After the training, one emp-
loyee (OT 31) stated that

Some people fell asleep. We had to fulfil enough [training]
hours, so we picked the program that is offered after work.

Outcome of certification

With respect to the interpretation of the outcome of the
certification process, we observed that the Management
Group thought the certification was a major milestone
and a success in terms of increasing the profile of the
company. For publicity purposes, in October 2004, the
company organized an official BS 7799 certificate pre-
sentation ceremony, which was attended by a large
number of Finance House employees, as well as guests
from the supervisory authority and a representative from
the British Standards Institute. In the ceremony, the
Chairman remarked that

The company has the second biggest national database on
individual data information. The certification is a major
milestone in demonstrating the company’s commitment to
information security management.

The strategy of informing the public about achieving
BS 7799 Part 2 certification was complemented by the
publication of newsletters, monthly company journals
and flyers sent to individual/institutional investors.

Furthermore, one senior executive believed that having
completed the process, the organization had enhanced
its internal compliance procedure. His view on a
strict compliance environment was consistent with the

following continuous developments in the organization:
(1) the requirement that at least two employees obtain
relevant information systems auditor certification each
year, (2) the installation of full-scale intrusion and
detection systems as well as intrusion and prevention
systems and (3) the installation of an Internet monitoring
system.

The Certification Team held similar opinions to the
Management Group, that is, the outcome of certification
meant the establishment of more formal compliance
procedures within the company. When asked how they
would assess the success of IS security management
resulting from certification, some members (e.g., CT 2,
4 and 5) cited the reduction in the number of technical
and operational errors in the compliance report, rather
than commenting on changes in other employees’
knowledge or behavior.

In addition, the Certification Team believed that
maintaining the good result in the ongoing external audit
and minimizing the operational errors would depend on
their ability to perform more frequent internal audits,
rather than on trusting employees’ self-awareness and
ability to follow good security management practices. One
internal auditor (CT 6) told the following amusing story
about the use of instant messaging, which was not allowed
under the organization’s IS security policy.

After the first round of the internal audit, users knew that
MSN was not allowed. I asked them to remove it. However,
they moved to web MSN, which can be detected by our
Internet monitoring software. Again, they were notified,
and they complied. However, their good behavior only
lasted for short periods, either before or after my audit of
the department. This pattern keeps going on as a cycle.

Other employees held different views about the
certification outcome. During informal conversations,
some staff (e.g., OT 2, 6, 16 and 30) expressed the view
that the increase in compliance resulting from the
certification project created more inconvenience than
benefits. The perception of inconvenience and strict
compliance prompted some employees to get around the
formal security procedures. For example, according to the
new IS security policy written up during the certification
process, employees were not permitted to use portable
devices, such as USB memory sticks or portable hard
disks, unless they had written approval from the appro-
priate manager. However, it was observed that employees
tended to violate this rule because they had to attend
meetings outside the company or travel on company
business.

Discussion

Table 2 summarizes the findings about the frames of the
three relevant social groups at Finance House during the
BS 7799 Part 2 certification process. The following section
critically assesses the assumptions and interpretations of
different stakeholder groups and analyzes the incongru-
ence that existed.
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Table 2 Understanding and actions of three relevant social groups on different frame domains

Frame domain

Understanding of relevant social groups

Actions of relevant social groups

Certification strategy Management group

e Compliance with the regulatory requirements .
o Certification has positive impact on public

confidence in the company

Certification team

e Compliance with the regulatory requirements .

e Top management decisions

Other employees

e Do not know the purpose of certification .
e Top management decision, not relate to their job

Images of implementation Management group

process e A straightforward task given the existing good .

IT security controls in place

e Can achieve high score in the audit assessment .

Certification team

e Meet the management’s expectations about .

auditor qualification

e Focus on the scope of certification required

by the regulations
¢ Knowledge improvement

Other employees
e Another ISO 9000 project

e Implementation is the responsibility of

certification team

Outcome of certification Management group

e Highly successful project

e Develop a strict security management system .

Certification team

e Establish formal compliance procedures .
e Maintenance requires frequent internal audits .

Other employees

Management group

Start certification process on the three main

operating systems

e Make progress report at the Chairman-led
monthly management meeting

Certification team

Only work within the scope of certification
required by the regulations and top
management

Other employees
Show little interest in learning the nature and
value of certification

Management group

Hire external consultants to assist with the
preparation of audit documents

Certification team members required to obtain
BS 7799 Lead Auditor qualification

Certification team

Study for BS 7799 Lead Auditor qualification

e Develop the formal compliance policy and
procedures

Other employees

e Limited to producing documents required by
the certification team

e Passively attend the required training program

Management group

e Organize the certification presentation ceremony
Publish the achievement in company newsletter
and journals

Certification team

Perform more internal audits

Correct inappropriate user behavior through
regular audits

Other employees

e Strict security controls create inconvenience e Violate certain security controls if business

needs arise

Institutional isomorphism shapes the assumptions of
the management

Neo-institutional theorists suggest that practices
travel from one organization to another because of
the isomorphic nature of social systems. Researchers
have defined three types of institutional forces, namely
coercive, normative, and mimetic isomorphism (DiMaggio
& Powell, 1983), which influence an organization’s
decisions about the adoption and assimilation of

new ideas. Coercive isomorphism refers to the political
influence exerted by government agencies or powerful
organizations. Mimetic isomorphism represents the imita-
tion of one organization perceived by others as successful
or legitimate in an organizational field. Normative
isomorphism represents the collective influences result-
ing from the development of professionalization. This
study found that coercive force and mimetic force played
an important role in shaping management’s interpreta-
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tion of the certification process, while normative force
facilitated knowledge improvement of the certification
team, as described later in the article.

Previous IS security studies have offered the conceptual
arguments that the IS security standard and certification
can help organizations comply with regulatory require-
ments (Haworth & Pietron, 2006; Hu et al., 2006; Tashi &
Ghernaouti-Helie, 2007) and achieve competitive advan-
tages (Wiander, 2007). Both arguments were empirically
supported by the findings of this case study. At Finance
House, the Management Group viewed certification as a
means of meeting the regulatory requirements and
demonstrating the firm’s compliance to the authority.
These interpretations led to the subsequent action of
initiating BS 7799 Part 2 certification. Furthermore, the
regulatory authority had a significant influence on the
Management Group'’s expectations about the scope of the
information systems considered for BS 7799 Part 2
certification. In other words, the coercive pressure shaped
the management’s assessment of the value of BS 7799
Part 2 certification, which led to the decision about
limiting it to three key operating systems.

Besides regulatory pressure, the data also shows that
structural equivalence in the institutional environment
led to competitive mimicry between Finance House and
other companies in the inter-organizational network.
Institutional mimicry is more likely to occur for compe-
titive reasons, or as a strategy to address uncertainty and
ambiguity (DiMaggio & Powell, 1983; Guler et al., 2002;
Tingling & Parent, 2002). In the context of the financial
sector, Ang & Cummings (1997) pointed out that in the
hyper-competitive financial environment, ‘peer banks
exert considerable influence on each other because of
tight professional networks formalized by memberships
in regional and national bank associations’ (p. 237). The
results of this study also suggest strong rivalry and
competitive pressure in the financial sector as well as
tight links. Peer influence on the adoption of BS 7799
Part 2 certification was evidenced by the Management
Group’s concern over the external audit score. The
concern about whether the company could achieve a
better score than rival organizations indicates that
the company did not want to be disadvantaged in the
marketplace. This competitive mimicry also led to the
Management Group’s decision about the timeline to
complete the certification process, as the company did
not want to be a late adopter and lose its competitive edge.

Meanwhile, the frames of the Certification Team and
Other Employees for the certification strategy revealed an
interesting finding. In the early stage of the organiza-
tional decision-making process, the impact of institu-
tional pressure on people’s perceptions seems to have
been limited to the power-holders in the organization.
By comparison, members of the above groups held
similar interpretations of the reasons for undertaking
the certification process. The understanding and actions
of these two relevant social groups indicate that internal
structural influences, that is, the instructions of top

management, were stronger than the pressure of external
institutional forces.

Frame incongruence during the implementation
process
While the frames of the certification strategy shed some
light on the institutional pressure for certification, the
other two frame domains help us understand how
different groups of stakeholders viewed the implementa-
tion process and their actions during the process. By
tracing the assumptions, we can gain a better under-
standing of the extent that the introduced security
requirements became embedded in the work routines.
In the case company, the certification appeared to be
successful; however, the incongruence between the
management group’s expectations and those of the other
two groups suggests otherwise, as discussed later.
During the implementation process, the understanding
and the associated actions of the Management Group
reflects what Boiral (2003) identified as ‘ceremonial-
integrators’ in his investigation of the adoption of the
ISO 9000 management standard. He concluded that

Ceremonial-integrator respondents thus focused on super-
ficially implementing the ISO requirements, while limiting
the genuine changes to their work practices to a minimum.
(p- 726)

The empirical results of the current study indicate that
the attitudes of management being ‘ceremonial-integra-
tors’ had a dominant impact on how the other two
relevant social groups made sense of the certification
project. When asked for their opinions about the
implementation process, the Certification Team members
interpreted their role as following the instructions of
the management group, whereas members of the Other
Employees group viewed their role as complying with
management expectations. In other words, staff from the
internal audit and IT departments would not have sought
to become qualified BS 7799 Lead Auditors or written the
formal security policy if the requirements had not been
mandated by the Management Group. Thus, this study
argues that while the support of top managers is crucial in
ensuring the success of IS security management in an
organization, their understanding of the implementation
process is another important issue that requires further
research. In the case of Finance House, the management
group seemed to focus on ‘ensuring the existence of
processes rather than the content of the processes’
(Siponen, 2006, p. 97) during the certification process.
However, if management had believed that IS security
was everyone’s concern and that it involved a change in
the organization’s culture, the implementation process
would have been different in this case.

The findings also highlight an interesting issue con-
cerning the design of the training program. The IS
security literature recognizes that user training programs
and education are crucial in enhancing employees’
awareness (Thomson & von Solms, 1998; Siponen, 2000).
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At Finance House, the education and training program
seemed to be ineffective, as the employees retained their
existing beliefs about IS security, that is, it is the
responsibility of the IT department. Perhaps the program
should have focused on bringing about attitude and
belief changes in the staff, since ‘a change in attitude is
also much more likely to result in a long-term modifica-
tion of behavior’ (Thomson & von Solms, 1998, p.170).
Without a change in the belief system, compliance
behavior will only be temporary, as happened at Finance
House. Lin & Silva (2005) posited that since power tends
to rest with the stakeholder group initiating organiza-
tional change, this group will be in a strong position to
alter the frames held by other relevant social groups in
the organization. Thus, this study suggests that, to
enhance security awareness, frames analysis would help
IS security professionals and company managers identify
whether any staff members have undesirable attitudes
toward IS security, and activate an early intervention
strategy accordingly.

Following the above argument about an intervention
strategy, in the case of the certification team, there is
evidence that their understanding of IS security was
partially reframed. Through their interaction with the
external consultants and participation in the auditor
qualification exam, the team members’ knowledge of
security management improved. This demonstrates
the influence of the normative force, which represents
the collective influences resulting from the development
of professionalization. As a result, staff from the internal
audit and IT departments had the skills necessary to
establish a more formal compliance procedure in the last
stage of the implementation. Nevertheless, while the
knowledge of meeting certification requirements had
increased, employees’ perceptions of their role in certifi-
cation process remained ‘to meet management expecta-
tions.” Consequently, little effort was made to change
employees’ inappropriate behavior, other than through
the frequent audit procedures.

Implications of frames analysis

In this article, the author has applied the concept of
frames analysis to investigate the process of implement-
ing an IS security certification scheme in an organization.
It is believed that this approach provides an analytical
tool for understanding the perceptions and behavior
of relevant social groups when new IS security manage-
ment practices are introduced in an organization. The
following sections consider the research and practical
contributions of the present study.

Research contributions

This study contributes to the literature on institutional
research and IS security standards in a number of ways.
First, it supports Orlikowski & Gash's (1994) argument
about the contribution of frames analysis to other social
construction processes such as power and legitimization.
Orlikowski and Gash suggested that ‘social cognitions

connect to institutional analyses, which are concerned
with shared, taken-for-granted systems of social rules
and conventions’ (p. 199). The concept of frames allows
researchers to develop a deeper understanding of how
and why people behave in a certain way towards the
introduction of new organizational practices. For exam-
ple, the institutional environment shapes the assumption
of the management group about the certification strategy
and implementation process. By applying frames analy-
sis, it provides a lens through which to understand the
interpretive schemas of human actions during the
implementation process. The analysis of interpretations
and assumptions reveals a rich picture of what different
stakeholder groups within the organization really believe
about the implementation of an IS security certification
scheme. These explanations would have been missed if
the analysis had focused solely on the structural proper-
ties of the organization.

Second, this research contributes to the literature on IS
security standards research by providing empirical evi-
dence of how organizations implement security certifica-
tion requirements internally. Frames analysis allows
researchers to fully investigate how people make sense of
and hence enact the interpretations of their experiences
and the world around them. The interpretive case study
approach provides valuable insights (Walsham, 1995) into
the meanings and actions associated with the implemen-
tation of the IS security standard and certification process
in an organization. The research findings demonstrate
that imposing strict compliance procedures at Finance
House did not guarantee improved security, since employ-
ees did not change their assumptions about and inter-
pretations of the relevance of security management. For
example, some employees continued to use instant
messaging and portable devices because of their conve-
nience. In addition to supporting the conceptual beliefs
put forward by others, this study extends the discussion of
important issues, such as the role of top management
beliefs and the design of user education programs.

Practical contributions

This empirical investigation calls for increased manage-
rial attention to the relationship between security
certification and a secure organization. The study’s
findings confirm the observation of Boiral (2003) that
achieving certification is not the same as implementing
good management practices in an organization. While
security certification might have a perceived value in
gaining external commercial advantages, effective secur-
ity in an organization requires much more effort than
simply following the normative model put forward by
BS 7799 Part 2 or equivalent standards. The findings
also highlight the significance of management beliefs
and behavior in directing the certification implementa-
tion process. Specifically, their interpretation and under-
standing of the process have major consequences in
terms of the shape and scope of security management
changes in the organization.
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In addition, the study demonstrates how IS security
professionals and managers can adopt frames analysis to
identify relevant social groups in their organization
(Pinch & Bijker, 1987). As mentioned earlier, such groups
tend to define problems in different ways; hence, each
group assigns different meanings to the surrounding
artifacts or technology and acts accordingly. Having
an appropriate understanding on how different groups
perceive IS security can strengthen the design and
institutionalization of security management practices.
Early identification of these inconsistencies and efforts to
reconstruct meanings for employees may help reshape
their perception of IS security. For instance, it would help
IS security professionals design appropriate training
programs that actually alter attitudes, instead of tem-
porarily modifying behavior. In other words, rather than
embrace the formal model fully, adopting a soft approach
to meanings and interpretations would help increase
employees’ security awareness and hence their ability to
make sound judgments and risk assessments when
‘exceptional situations’ arise (Siponen & livari, 2006).
Security management would be more effective because
employees would accept and incorporate new security
principles into their work practices.
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